KOMMUTET
HUAPPOBOI'O PAZBUTHSA
JJEHUHT'PAJACKOH OBJIACTHU

ITPUKA3

ot 26 aBrycra 2020 rona Ne 17

00 yrBep:xkaenun IlpaBuJ focTyna B noMeleHns, rie pasmeneHbl HHGpopMaloOHHbIE
CHCTEMbI MEePCOHATbHBIX JaHHbIX, Pa3MellleHbI H HCIO0/Ib3YIOTCH CPeACTBA
kpunrorpaduyeckoii 3ammutbl HHGopmanun (CK3H), xpansarcea CK3HU u (un)
HOCHTE/IM KJII0YeBOil, ayTeHTH(UIIHpYIomei 1 napoabHoii nngopmanun CK3U, B
paGouee U Hepabouee BpeMsl, 2 TAKIKE B HEIITATHBIX CHTYALMAX

B cootBerctBuH ¢ 1. 2.11, 2.1.2, 2.13 TTonoxenus o Komutere i poBOoro pasBUTH
JlenuHrpanckou obnacty, YTBEPX ICHHOTO MIOCTaHOBJIEHUEM IIpaBuTenscTBa
Jlenunrpanckoii obmactu 05 asrycra 2019 roma Ne 364, pasgenom 4 Ilopsiaka
B3aMMO/ICICTBYS OPraHOB HCIIOIHUTENILHOM BiIacTé JICHUMHIpajCcKoil 001acTH IIPH CO3[aHUH,
MOJIEPHHU3AIMYA ¥ PA3BUTHH T'OCYIapCTBEHHBIX MH(MOPMALMOHHBIX CHCTEM JIEHUHIpanCKOH
ob6acTy, yTBEpXKIEHHOTO TIocTaHoBIeHneM [IpaBurtenscTBa JleHuHrpanckoi obnactu ot 20
urodsa 2019 roma Ne 287, m. 13 TpeOGoBanuii K 3amuTe IEPCOHANBHBIX JAHHBIX IIPH HX
00paboTke B HWH(OPMAIMOHHBIX CHUCTEMaxX IIEPCOHAIBHBIX MJAHHBIX,  YTBEPXKICHHBIX
ITocranosnenueM IlpaBurensctBa Poccuiickoit ®epepanmu ot 01 HOs6pa 2012 roma
Ne 1119, m. 6 CocraBa W coIepXaHUs OPraHU3aLMOHHBIX U TEXHHUYECKUX Mep II0

obecrneueHHIo 0€30IaCHOCTH MEPCOHAIBHBIX TaHHBIX MPH X 00paboTKe B MHPOPMALMOHHBIX



CHCTEMaX MEePCOHATBHBIX JaHHBIX C HCHOJb30BAHUEM CPEICTB KPUNTOrpadMIeCKOM 3aIlUThl
UHGOpPMAIlMK, HEOOXOAWMBIX [UIS  BBINOJNHEHWS YCTaHOBIEHHBIX IIpaBUTENBECTBOM
Poccuiickoii ®@enepanuu TpeOOBaHUN K 3allUTE MEPCOHATBHBIX MAHHBIX UL KaXXIOro M3
ypOBHEil 3almuieHHoCTH, yTBepxaeHHoro IIpukasom ®Ch Poccun ot 10 uromst 2014 rona
Ne 378

NPUKa3bIBaIo

1. Vreepaute IlpaBmma gocTyma B INIOMELIEHHMs, [I€  pa3sMeIleHbI
UH(POPMAI[HOHHBIE CHCTEMbI IEPCOHATIBHBIX JaHHBIX, Pa3MELIEHBI U UCIIOJIB3YIOTCS CPENICTBA
kpunrorpapuueckoit 3amutel uHGopMarmu (CK3H), xpansarcs CK3U u (unu) HOCHTENH
KJIIOYeBOH, ayTeHTuMIMpyromeir u mapoiabHoil wuHpopmamuu CK3M, B pabGouee u
Hepabouee BpeMsl, a TAK)KE B HEIITATHBIX CHUTYaLUsIX, COTTIACHO IPHJIOXKEHHIO 1.

2. VrBepauth ¢hopmy Ilepedns nui, MMEOMMX PaBo AOCTYIA B IOMELICHHUS, TI€
pasmererbl  ucronsdyemble CK3M, xpanstcs CK3WM wu (wiu) HOCHTENH KIIFOUEBOH,
ayTeHTH(HUIMpYIoei u maponsHoi nHGopManuu CK3H, cornacHo MpUIIOKEHHIO 2.

3. KoHTpoIb 3a HCIONHEHHEM HACTOSILIEro IpHKa3a BO3JIOXHUTb Ha IIEPBOrO
3amecTuTens mpenacenarenas Komurera mmépoBoro passutus JleHHHrpaackod obmacTH —

HavaJbHMKA JIerapTaMeHTa HHPOPMAMOHHOM 0€30I1aCHOCTH U UH(PACTPYKTYPBHL.

IIpencenarens
KomwuTteTa nudpoBoro pasButus

JlenuHrpaackoit o01acTu B.A. Ky3nenosa




YTBEPXJIEHbBI

npukazom Komurera
(pPOBOro pa3BUTHUS
JlenuHrpaackoii odnactu

ot 26 aBrycta 2020 roga Ne 17
(ITIpunoxenue 1)

IIpaBunaa
J0CTYINAa B MOMeIlleHNsl, Ile pa3MellleHbl HH(POPMallHOHHbIE CHCTEMBI
NEePCOHANBHBIX JAHHBIX, Pa3MelIeHbl U HCTIOb3YIOTCS CPeCTBa KPHNTOrpaduueckoi
samuThl HHGopmanuu (CK3H), xpausrea CK3U u (nin) HocuTe M KJII04Y€eBOid,
ayreHTHdUIMpYyOmei 1 napoasHoii nHpopmanuu CK3HU, B pabouee u Hepabouee
BpeMsi, a TAK)Ke B HEIITATHBIX CUTYalMAX

1. HacTosiue npaBuia pa3paboTaHbl B LEJSIX OpraHU3aluU pexuMa 00ecIieueHus
0€30IMacHOCTH IMOMEIIEHUM, B KOTOPHIX pa3MelleHbl HHGOPMallUOHHBIE CHCTEMBI
MEPCOHAIIBHBIX JTaHHBIX, TOCYJapCTBEHHBIE WH(OpMalMOHHbIE CHCTEeMBl JIEHMHIpanCKOU
obnactu (majiee - TMOMEIEHUs), MPENSATCTBYIOIIEr0 BO3MOXXHOCTH HEKOHTPOIUPYEMOIO
IIPOHUKHOBEHHMS WK MPeObIBaHUs B STUX MOMEIIEHUSX JIUL, HE UMEIOIUX IIpaBa JOCTyIa B
3TH NOMEICHUS

2. Hacrosimue mpaBuiia, yCTaHABIMBAIOT TPeOOBaHMS K JOCTYIY B IMOMEIICHUS, B
KOTOpBIX rie pa3memieHsl ucnoibdyembie CK3U, xpanstcs CK3WM u (wnm) HocuTenu
KITIOUEBOH, ayTeHTHQHIHpYoIei u napoibHoil nHbpopmanuu CK3U (nanmee - momenienus),
B pabouee 1 Hepabouee BpeMsl, a TAK)KE B HEIITATHBIX CUTYalLIHsX.

3. [TomemieHrst OCHAIAOTCSI BXOOHBIMH [JIBEPbMH C 3aMKaMH, oOecnedeHus
IIOCTOSIHHOTO 3aKpbITHS JABEped IIOMEIIeHWA Ha 3aMOK M HX OTKpPBITHS TOJBKO IS
CaHKIMOHUPOBAHHOTO MPOXOZJa, a TaKXe OlleYaTblBaHWsS IIOMEIIEHUH 10 OKOHYAHUU
paboyero 1nHA WM 00OpyIOBaHHE IIOMEIIEHHWH COOTBETCTBYIOIMUMH TEXHHUYECKHMHM
YCTPOMCTBaMU, CUTHAIM3UPYIOIIMMHI O HECAHKIIMOHUPOBAHHOM BCKPBITHH TTOMEIICHHIA.

4. IToMemenus pacnosnararoTcs B IIpefesiax KOHTPOJIMPYEMOU 30HBI, T'paHHUIIAMH
KOTOPOH  SIBJISIIOTCSI  IIEpUMETpP OXpaHSEeMOW TEPPUTOPHUHM 3JaHUi, OrpaKIarolue

KOHCTPYKIIMH OXpaHsACMBbIX 31aHUH, OXpaHﬁeMOﬁ JaCTHu 3JaHHUH U1K ITIOMCIICHUA.



5. JlocTyn B moMmenieHus B pabouee (CiykeOHOE) BpemMs UMEIOT COTPYIHHUKH,
BKJIIOYeHHble B [lepeyeHb JIMI, HMEIOUMX JOCTYyH B IOMEIIEHHs, TAe pa3MelleHbI
ucnosib3dyembie CK3U, xpansrcs CK3U u (1u) HoCUTENnN KII04eBOH, ayTeHTUDUITUpPYIOoIen
1 naposbHoi uHbopmarmu CK3U.

B Hepabouee (HecmyxeOHOe) BpeMs IpeOblBaHME B IIOMEIIEHHUS YKa3aHHBIX
pabOTHHKOB ocyImecTBisiercs B cootBeTcTBMM ¢ [locranoBnenuem I'yGepHartopa
Jlenunrpaackoii oonactu «O0 opraHu3aluy OXpaHbl U 0OecTieyeHs IPOIyCKHOTO peXuMa B
3MaHUSAX, 3aHUMAEMBIX BBICIIMMHU JOJDKHOCTHBIM JIMIIOM M OpraHaMH TOCYJapCTBEHHOU
Biaacth JleHuHrpanackoit obmacth, pacmonoxeHHbIXx B CaHkrt-IletepOypre, u NpU3HAHUU
YTPaTHBIIUMH CHITy OTJAEIbHBIX MOCTaHOBIeHUH ['yOepHaropa JleHuHrpanckoit obnactu» ot
04 aBrycra 2017 roga Ne 53-mr.

6. Haxoxpenne B NMOMENIEHUSX MOCTOPOHHMX JIMI[ B pabouee (ciryxeOHOE) U
HepaOouee (HecmyxeOHoe) Bpems 3amperiaercs. Jluiia, He MMelOIMe MpaBO JOCTyNa B
CilyeOHble TTOMEIlleHus, JOITyCKaloTCs B TaKWe MOMEMICHHs] B IPUCYTCTBUU JOHKHOCTHBIX
JIU1, UMEIOIIMX MPaBO AOCTYTA B CIyKeOHbIE TOMEIIEHUSI.

7. Bekpeitie u 3akpeiTHe  (OmeyaThiBaHHE) — CIY)KEOHBIX  ITOMEITCHHIA,
MIPOU3BOJUTCS JOKHOCTHBIMHU JIMIIAMH, UMEIOIIIUMH IIPaBO JOCTYTIa B TaHHBIC [IOMEIICHHMS.

8. B pabodee BpeMs TOJDKHOCTHBIE JIUIA, UMEIOIUE MPABO JOCTYIA B CIIy)KeOHbBIE
[IOMEIEHUsT HE [OJDKHBI OCTaBJIATh B OTCYTCTBUE IJIMI, HMMEIOMIMX IMpaBO JOCTyNa B
MOMeIlleHUe, He 3allepThIM Ha KJII0Y ITOMeIleHHe.

9. Ilepen OTKpBITHEM MOMEINECHUN, paOOTHHKM, HMEIOIIME IPaBO JOCTyNa B
NOMEILEHHUs1, JOJDKHBI MPOBECTH BHEIIHHA OCMOTP C IEJbI0 YCTAaHOBJIEHHUS I[EIIOCTHOCTH
IBEPH M 3aMKa, OTKPBITH JBEph M OCMOTpPETh IMOMEINEHHE, IPOBEPUTh HAIUYHE U
L[EJIOCTHOCTh UMEIOIIKXCS nevareit (tomo).

IIpu oOHapy>X€HUM HEUCHPABHOCTH [BEPH U 3alMPAIOIINX YCTPOUCTB pPabOTHHKH
JOJUKHBI: HE BCKpBIBas IIOMEHIEHHUE, IOJOXWUTh HETOCPEICTBEHHOMY PYKOBOIHUTENIO; B

INPpUCYTCTBHM HE MCEHEC JIBYX HHBIX pa60T HUKOB, BKJIIO4Yas HCIIOCPCACTBCHHOIO



PYKOBOAMTEINSI, BCKPBITh I[IOMEIIEHHE U OCMOTPETh €ro; COCTaBUTh aKT O BBISBICHHBIX
HapyLIEHUAX U IIEPENaTh €ro PyKOBOAUTENIO JIsl OpraHU3alluu CIIyKeOHOTO pacciieI0BaHusl.

10. B HemTaTHBIX CUTyalMsX, B Cily4ae HEOOXOAMMOCTH MPHUHATHS B pabouee
BpeMsl DKCTPEHHBIX Mep NpU cpabaThbIBaHUM MOXXApHOW WM OXPaHHOW CHUTHAJIU3AllHH,
aBapusx B CHUCTEMax SHEPro-, BOAO- U TEIUIOCHAOKEHHS MOMEIeHHe, WHBIX aHAJIOTHYHBIX
Clly4asX, OeHCTBHS pabOTHHUKOB OCYIIECTBIISIFOTCS B COOTBETCTBHM C YCTaHOBJIEHHBIMH
IIpaBWIaMH TOXapHOW Oe30MacHOCTH W WHBIMH TIpaBUJIaMH oOeciiedeHuss 0e30IMacHOCTH
XKU3HEEATENIbHOCTH. I1py 3TOM 0 BO3MOXHOCTH pabOTHUKaMH, OCYIIECTBIISIFOIIUMHU paboTy
B JAHHOM IIOMEILIEHHUH, OpraHu3yeTcs KOHTPOJb JOINyCKa B JaHHbIE IIOMEIIEHHUS
00CITy>KMBAIOIIEr0 MM HHOTO TIepCOHAA.

11. B HemTaTHBIX CUTyalMsX, B ClIydae HEOOXOOUMOCTH INpPHUHATHS B Hepabodee
BpeMs OJKCTPEHHBIX Mep INpH CpabaTbIBaHUM II0XXKaPHOH WM OXPaHHOM CHTHAIU3alliH,
aBapHsaX B CUCTEMAX JHEPro-, BOIO- U TEIUIOCHAOXKEHHUS MOMEIEHHE, HHBIX aHAIOTMYHBIX
Clly4asiX, BCKPBITHE CIy)KEOHOTO IOMENIEHHUsI OCYIIECTBISIETCS COTPYAHHUKOM  CITyKOBI
0€30MMacHOCTH, B COOTBETCTBHH C AEHCTBYIOLIMM PEXHAMOM OXPaHbI IIOMEIIEHHHA.

12. Ilo npuObiTiH paOOTHHKOB B CiIy)KeOHOE MOMEIIEHHE IOCe HEeATpaln3aluu
HEINTAaTHBIX CHUTyallWi, HEOOXOAUMO BBINOJHUTH MEPOIPHSTHS, yKa3aHHbIE B IyHKTe 10
HAaCTOSLIErO perjiaMeHTa.

13.  OTBETCTBEHHOCTh 3a COONIOJICHHE HACTOSIIEr0 MMOpsAAKA BO3jaraercs Ha
PYKOBOAMTENIEH CTPYKTYPHBIX IOAPAa3/eNeHUi U paOOTHUKOB, UMEIOIIUX TPaBO JOCTYIA B

TIOMEITIEHHUS.



YTBEPXJIEHA

npukasoM Komurera
1M(pPOBOTo pa3BUTHSA
JlenuHrpaackoii obnactu

ot 26 aBrycra 2020 roga Ne 17
(ITpunoxenue 2)

YTBEPXJIAIO

PyxoBoauTens

« » I.

[lepeunu nun,
HMMEIOIIUX IIPAaBO JOCTYIIa B IIOMEILIEHH, TI€ pa3MelleHbl uenodibzyembie CK3H,
xpansrcs CK3U u (unu) HOCHTENH KITIFOUeBOH, ay TeHTU(GUIUPYIOIIEH U ITapoIbHOM
unpopmanuu CK3H.

on0.

|  nomemennii

OTBeTcTBEHHBIH 110 HHOOPMAIIMOHHOM GE€30MaCHOCTH



